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ABSTRACT  
The significance of information technology (IT) audits in organisations is an area that 
has received increased focus, and it is increasingly necessary to conduct additional 
research into the IT audit subject area. As a result of increased dependence and 
spending on IT, it has effectively become a requirement for organisations to increase 
their level of assurance about these investments and their ability to deliver as 
expected. IT audits fulfil this role, and are used to examine the effectiveness of 
controls, security of important systems and business operations to identify 
weaknesses and find ways that can be used to improve and mitigate the impact of 
these weaknesses. However, prior studies have not researched on the impact that 
training of auditors has on the quality of IT audits. A survey was utilised and an analysis 
of responses and perceptions of IT auditors was conducted. The findings of this study 
show that organisations play an integral role in the training programs. However, these 
organisations do not understand their training programs and cannot properly 
communicate the training requirements to IT auditors. The research findings have also 
shown that continuous professional development programs are additional tools in 
enhancing IT auditor knowledge. This research undertaking has found that generally, 
internal programs are more effective in delivering content to IT auditors and thus more 
emphasis can be put on them. Overall, this research undertaking strengthens the idea 
that resources should be committed to improving training programs, as improving 
training programs eventually leads to efficiency in all matters related to IT audit quality. 
 










Many organisations rely on Information Technology (IT) and use this as leverage for 
business success and to survive in the competitive business environment. IT plays an 
integral role in helping organisations to improve their business processes and to 
become efficient in their operations, thus assisting them to increase their competitive 
advantage (De Oliveira, 2017). IT enables organisations to become innovative by 
enabling organisations to solve complex problems, make better and informed 
decisions, and improve resource management (Van Grembergen & De Haes, 2017). 
While IT is an enabler, which has many benefits in an organisation, it also presents 
risks that may negatively impact the organisation. Organisations that are heavily 
dependent on IT face serious consequences if IT systems fail. 
 
According to Schermann, Wiesche, Hoermann and Krcmar (2014), the adoption of IT 
brings related high-impact risks, which require organisations to intensify and focus on 
the governance of IT risks. Governance of IT risk has become critical since it has 
reputational, regulatory, operational and financial implications. Some of the significant 
IT risks include cybersecurity risk, business continuity risk, strategic IT alignment risk, 
operational IT risk, and vendor and third-party risks. To manage IT risks, organisations 
need effective governance of IT. According to Ferguson, Green, Vaswani and Wu 
(2013), IT governance ensures that organisations integrate available IT best practices, 
which align and support business objectives, measure performance, manage IT 
resources effectively and efficiently, and ultimately manage risks associated with IT.  
 
The IT threat and the risk landscape are constantly changing with the changes and 
advances in IT. As a result, managing risk has become a challenge that puts pressure 
on organisations to comply with regulatory and compliance requirements (Lam, 2014). 
As a result, Wagner, Beimborn and Weitzel (2014) assert that IT is a critical component 
in modern business and that the increased reliance on and the complexity of evolving 
IT systems have necessitated organisations to implement some controls to protect 




IT audits and risk assessments help organisations to have proper IT governance 
structures and programs. IT audits examine and evaluate an organisation’s IT policies, 
operations, and infrastructure (Mazza, Azzali & Brooks, 2016). An IT audit determines 
whether controls put in place minimise business risks and can protect and ensure 
confidentiality, integrity, and availability of IT systems and data. It is the role of IT 
auditors not only to examine IT controls, but also include financial and business 
controls related to IT (Havelka & Merhout, 2013).  An IT auditor is responsible for 
analysing and assessing a company’s technological infrastructure to ensure 
processes and systems run accurately and efficiently while remaining secure and 
meeting compliance regulations.  
 
IT auditors need certain skills, qualifications and expertise to perform their duties 
efficiently and effectively. According to Cannon (2016), a combination of formal 
education, relevant work experience, and professional credentials or certification is 
required to become an IT auditor. IT auditors are also expected to complete formal 
education or qualification in IT or related fields, such as auditing and accounting 
(Desai, Desai, Libby & Srivastava, 2017; Axelsen, Green & Ridley, 2017). Voluntary 
professional certifications, such as the Certified Information Systems Auditor 
(CISA) credential and the Certified Internal Auditor (CIA) credential from the Institute 
of Internal Auditors (hereafter IIA), are some of the credentials that are generally 
acceptable for IT auditors. In addition to the above requirements, credential holders 
are required to stay current with IT advances through continuing education.  
 
The aim of this research proposal is to extend existing research and understand how 
the training of IT auditors impacts the quality of an IT audit. However, it should be 
noted that the study focused on the perceptions of IT auditors and, as such, there are 
inherent limitations with reliance on perceptions 
 
IT Auditing and IT Audit Quality 
Previous research on IT audits has primarily focused on particular characteristics of 
assurance and audits tasks with regard to the significance of knowledge as a critical 
element of successful IT audit engagements. Stoel et al. (2012) argue that prior 
research has attempted to examine IT audit quality, and further note that these studies 
 
 
developed constructs through a combination of constructs from financial audit quality 
research and IT audit research.  
 
Research on IT audit has focused on the need for IT audits and how they are 
conducted. These studies have researched the effectiveness of these audits, the types 
of IT audits, the audit process, the role of IT auditors, the training of financial auditors 
(Gwilliam & Marnet, 2015) and factors affecting the quality of audits (Havelka & 
Merhout, 2013; Mazza et al., 2016). However, according to Mazza et al. (2016), the IT 
audit quality area has not been given enough attention, which is not expected because 
of the critical role that IT has in any organisation. As a result, there is a need to 
understand what entails a quality IT audit.  
 
According to Stoel et al. (2012), there is no clear definition of IT audit quality. IT audits 
have different purposes, and there may be varying definitions of IT audit quality, 
depending on the objective of the audit. Stoel et al. (2012) further note that it is very 
difficult to measure IT audit quality since there are so many variables that have an 
impact on audit quality. Mazza et al. (2016) argue that although there is no explicit 
definition of IT audit quality, the definition can be implied from the goals of an IT audit. 
Kilgore (2014) states that quality can be measured and thus, using previous research, 
it can be measured by using the effectiveness, reliability, and efficiency of the audit. 
Vahdani and Rezaei (2015) state that IT audit quality can be defined by using the 
extent of compliance with existing IT auditing standards.  
 
IT audit quality can be measured by various outputs and one of them is the knowledge 
and competency of the audit team. Siew, Yeow, Tan and Grigoriou (2017) argue that 
IT audit quality is a function of factors that are related to performance, which involve 
the capabilities of auditors (experience, knowledge, efficiency, adaptability) and 
professional competencies (judgement, objectivity, independence).  
 
Previously, Havelka and Merhout (2013) had found that professional certifications and 
qualifications enhance specialised knowledge and competencies needed to conduct 
complex audits. This specialised knowledge can be obtained either through 




The IT audit profession has changed and evolved from the time IT systems were first 
introduced into the profession and it is a challenge to determine the extent to which 
training has kept pace based on the literature reviewed. Ferguson et al. (2013) noted 
that auditors-in-training are required to obtain comprehensive knowledge, training and 
understanding of the information systems they will be auditing or systems they will be 
using to conduct IT audits. The speed of IT development usually outstrips the 
preparedness of many training curriculums and development programs. There have 
been proposals to reform the curriculum of IT auditors based on the legislative 
requirements, but these have not dealt with how training of auditors should be 
conducted. While most professional bodies emphasise the need for training, they do 
not outline how the training is to be implemented; instead, they give broad expected 
outputs/outcomes that are difficult to measure and subject to interpretation.  
 
RESEARCH PROBLEM 
Research into the role and impact of effective training on audit quality is limited to 
financial auditors using IT in their financial audits. Recognising the gap that exists in 
literature, additional research is required to investigate and comprehend the role that 
training has on proficiency and IT audit quality. This research undertaking is motivated 
by the need to understand the IT audit and the factors that impact the IT audit process. 
This consideration has been motivated by increased dependence and spending on IT, 
and the legislative and professional requirements when conducting audits (Kleinman, 
Lin & Palmon, 2014). Dependence on IT and the resulting investments require 
increased levels of assurance. However, the demand for IT audit services requires 
that these audits be performed effectively and efficiently. Consequently, further 
research is necessary to recognise possible issues when carrying out IT audits and 
critical issues that may impact the overall IT audit quality. There has been limited 
research on the factors that have an impact on IT audit quality and the importance of 
these factors. One of these factors is training.  
 
RESEARCH OBJECTIVE AND QUESTION 
To address the research gap identified above, this study particularly seeks to obtain 
answers to the following research question:  
• What is the effect of IT auditors’ training on the quality of IT audits? 
 
 
The sub-questions that will assist in gaining a deeper and better understanding of the 
answers to the above research question are: 
• What effect does training have on audit quality when auditing complex IT? 
• What role does training play in enhancing competence, expertise and audit quality? 
• What is the effective and optimal training method that enhances the proficiency of 
an IT auditor?  
 
PURPOSE AND OBJECTIVE OF THE STUDY 
The aim of this study is to provide a better understanding of the relationship between 
training and the proficiency of an IT auditor in enhancing audit quality. The focus of 
this study is to examine the perceptions that IT auditors have about the impact of 
training on the IT auditor’s expertise and proficiency when dealing with IT audits. 
 
LITERATURE REVIEW 
IT audits serve different purposes and may have different objectives within 
organisations and as a result of various expectations, the definition of IT audit quality 
may differ based on the aim of the audit. However, according to Ratih, Bayupati and 
Sukarsa (2014), various definitions incorporate the concept of completeness related 
to specific guidelines or standards, cost, effectiveness and efficiency. In the literature 
reviewed, the common theme observed is that IT audits aim to provide a certain level 
of assurance that IT systems or processes meet their objectives (Shihab & Misdianti, 
2014; Mahzan & Lymer, 2014).  
 
Every IT audit is unique (Chou, 2015) and factors that affect the success of each audit 
(quality) vary depending on the circumstances surrounding the audit and the auditee. 
Despite varying circumstances, it is still possible to identify critical success factors that 
are regarded as key to a successful audit regardless of the unique features of each IT 
audit. The ability to identify factors that have an impact on the IT audit quality could 
help identify opportunistic and problematic areas.  
 
From the literature reviewed, the most comprehensive framework that can be used to 
measure audit quality is the Framework for Audit Quality published by the International 
Auditing and Assurance Standards Board (IAASB) in 2014. The framework describes 
 
 
elements of audit quality as inputs, process, outputs, interaction within the audit 
reporting supply chain, and contextual factors. 
 
Prior research on IT audit quality 
A study to examine the determinants of audit quality found that the reputation, salary, 
competency, independence and qualifications of an auditor had an impact on audit 
quality (Al-khadash, Al-Nawas & Ramadan, 2013). In addition, Baharuddin, Shokiyah 
and Ibrahim (2014) conducted a study that highlighted the importance of management 
support, independence and objectivity in enhancing audit quality. A study conducted 
by Adeyemi, Okpala and Dabor (2012) found that length of tenure and the level of 
education for auditors had an impact on the quality of an audit. These findings support 
general literature findings on employee performance and work output found in other 
literature (Mathur & Gupta, 2012). Further to this, the work environment has also been 
found to be a good predictor of internal auditor effectiveness (Pitaloka & Sofia, 2014).  
 
Maroun (2015) analysed audit regularities in the South African context and found that 
many factors affected the audit quality. The study listed the following as having an 
impact on the quality of an audit: financial influence of the auditee, ethics of the auditor 
towards reporting findings, whistle-blowing, sense of responsibility, and awareness of 
the significance of the audit. Audit quality can also be improved by higher audit fees 
(Cahan & Sun, 2015). 
 
Training and expertise are consistently recognised as the basis for identifying and 
examining IT risks and controls regardless of the underlying technology used and the 
processes being used. It is thus important for IT auditors to get a good appreciation 
and understanding of the purpose of an IT audit, business processes or activities, and 
the technical aspect of the audit. The study by Xu (2015) recommends that 
comprehensive training is necessary for an auditor to gain sufficient knowledge about 
information technology. Hassanzadeh, Jahangiri and Brewster (2014) identified 
education and training as being important ingredients for auditors to gain necessary 
skills for IT specialities, such as conducting quality audits. This training comes in two 




Training of IT auditors 
Organisations are faced with the challenge of how to train their IT auditors to keep 
pace with IT auditing knowledge (Wongpinunwatana & Panchoo, 2014). Organisations 
increasingly recognise that formal training is critical, not only to the success of 
safeguarding IT auditors’ work, but also to the organisations’ competitive position in 
the marketplace (Wongpinunwatana & Panchoo, 2014). One strategy is to deliver 
effective training programs to IT auditors. To align training with 
departmental/organisational needs, IT audit managers must understand appropriate 
types of high-quality training (Zhang & Le, 2013; Janvrin & Wood, 2016).  
 
Westermann, Bedard and Earley (2015) define training as a level of a learning 
continuum that aims to develop audit skills that are necessary and relevant to auditing. 
These skills enhance competencies that enable auditors to deal with other specialities 
that are related to auditing. Korpela (2015) highlights the difference between 
awareness and training, by pointing out that awareness helps an individual to focus 
their attention on a particular issue or issues, while training teaches skills an individual 
needs to perform a particular function. Skills that are gained through a training program 
are founded and built on an awareness program. As a result, the curriculum of a 
training program does not necessarily need to be equivalent to a formal qualification 
offered by an academic institution, but can contain some material from such formal 
qualifications. The aim of a training program is to produce skills and competencies that 
are needed by and relevant to an organisation (Kulkarni, 2013). Training integrates all 
forms of learning auditing and competencies that are needed to perform various audits 
that require specific functional specialities.  
 
According to Svanström (2016), training is an effective way of changing the behaviour 
of auditors and strengthening new attributes and audit skills. Training can provide 
ways to develop and implement the changes necessary for enhancing audit quality. In 
addition, training can expose auditors to various interpersonal relationships that are 
found in live audits. Being able to develop professional relationships is one of the ways 
of enhancing audit quality. The challenges related to roles, sources of conflict and 
tension are addressed during training programs.  
 
Types of training 
 
 
According to Van Twist, Van der Steen, De Korte and Nuijten (2015), the success of 
an organisation and its auditing functions is dependent on the training of its auditors. 
Owing to auditors coming from different backgrounds and taking different career paths, 
the diversity in backgrounds increases the need for training to ensure uniformity. 
Training can be done in many forms and these include internal training, external 
training and on-site training. Training involves improving the skills, knowledge, and 
attitudes of employees, so they become more efficient and productive 
(Wongpinunwatana & Panchoo, 2014).  
 
a) On-the-job training: On-the-job training is done by watching a skilled 
employee doing the job (Wongpinunwatana & Panchoo, 2014). The more 
experienced employee passes his/her expertise to another employee. Thus, 
employees are performing their regular work while they learn. This training is 
usually conducted for operational level employees. On-the-job training is 
suitable for unskilled and semi-skilled jobs. Research has shown that 
employees who have undergone this training enjoy and respond better to this 
method because of their familiarity with the surroundings (Vuran & Olcay Gul, 
2012).  
 
b) Off-the-job training: Off-the-job training is where an employee goes away from 
the workplace to attend a classroom, seminar, or workshop (Wongpinunwatana 
& Panchoo, 2014). The objective of off-the-job training is to prepare trainees to 
have fundamental knowledge for on-the-job training. Wongpinunwatana and 
Panchoo (2014) further argue that although trainers may be qualified in their 
area of expertise, the content of the training may not be directly relevant to an 
employee’s work situation. Off-the-job training is normally employed at the 
managerial level to provide fundamental concepts of new knowledge (Kulkarni, 
2013). 
 
According to Svanström (2016), the most widely used training method for 
smaller organisations is the external training option where auditors are sent off-
site and go through sessions facilitated by professional training organisations 
or bodies. These sessions offer training modules or courses that range from 
technical training to areas related to audit skills. The training courses may be 
 
 
generic or specific to certain areas. The advantage of this training option is that 
trainees have less distraction, and trainees have the opportunity to interact and 
network with peers who are in the same or different industry.  
 
Glover and Prawitt (2014) recognised the need for auditors to be part of an audit plan 
and suggested that the training and qualifications of auditors should be expanded so 
that it focuses on quality procedures. These audit quality skills are related to 
knowledge of auditing and skills related to dealing with other people. Training can be 
further categorised to the following approaches: training by participation and 
conducting live audits. 
 
The path to professional development 
The career path taken by auditors and IT auditors varies depending on the 
background. IT auditors typically obtain a professional qualification in order to practise. 
According to Kwock, Ho and James (2016), audit firms and companies have, over 
time, attempted to identify the career development route most effective to a successful 
IT audit career. However, a previous publication by Parker and Graham (2008) states 
that many competent and highly qualified IT auditors did not follow the traditional route 
to be an IT auditor and that it is almost impossible to conclude which method and route 
are the best. They also note that many audit career directions exist, but the most 
common one is for the general financial auditor to transition to an IT auditor or to 
develop a speciality while being a financial auditor. Training to be an IT auditor or to 
be a specialist IT auditor requires a structured program that will make one proficient in 
a specific field of IT (Minutti‐Meza, 2013; Wongpinunwatana & Panchoo, 2014). 
 
According to Bell, Tannenbaum, Ford, Noe and Kraiger (2017), definitions of what 
entails training differ in detail but these definitions generally agree on three core 
elements. Most definitions agree that: 
 
1. Training is a process that is carried out systematically and follows procedures.  
2. Training is associated with changing attitudes, skills and concepts of people 
(individuals or a group). 
3. Training improves job performance, thereby improving the efficiency of 




Training of auditors in South Africa 
Various audit professional bodies have invested a lot of resources developing training 
courses for their members. Both on-the-job training and formal education programs 
are considered to be important elements of a life-long commitment to learning that 
auditors make. According to Cannon (2016), a combination of formal education, 
relevant work experience, and professional credential/certification is required to 
become an IT auditor. IT auditors are expected to complete formal education or 
qualification in IT or related fields, such as auditing and accounting. Voluntary 
professional certifications, such as the Certified Information Systems Auditor 
(CISA) credential offered by ISACA (a global association that provides IT 
professionals with knowledge, credentials, training and community in audit, 
governance, risk, privacy and security) , are some of the credentials that are generally 
acceptable for IT auditors.  
 
IT Auditor Training and IT Audit Quality 
Prior research on IT audit has primarily dwelt on IT audit from a financial auditing 
perspective. The field of financial auditing has been extensively explored and many of 
the research undertakings on IT audit quality have taken the same approach as when 
conducting financial auditing. From the literature that has been reviewed, there are 
many factors and variables that affect audit quality. These variables were found to 
influence the quality of an audit. However, from the literature reviewed, no research 
undertaking was found to have attempted to investigate the role that training of IT 
auditors has on IT audit quality. The purpose of this research undertaking is to 
investigate the impact of IT auditor training on the quality of an IT audit. 
 
While there is considerable research related to IT audit quality, there is limited 
research related to the training and development programs used to prepare would-be 
IT auditors. For practising IT auditors, there is minimal research regarding how training 
can assist in the maintenance of their knowledge and competencies. From the 
reviewed literature, the impact of training on the quality of an IT audit has received 
little attention and the scholarly attention it has received is outdated (Curtis, Jenkins, 
Bedard & Deis, 2009), old and not relevant to the current settings and environment, 
which have changed significantly. Additionally, since the last study (a research 
 
 
synthesis) was conducted by Curtis et al. (2009), there has been no follow up to the 
proposed areas that needed further research. Surprisingly, there are no current 
studies related to this, given the critical role played by IT in organisations and this 
paper sets out to address this gap in the literature and strengthens the motivation to 
understand the impact that training of auditors has on the quality of IT audits. 
 
RESEARCH METHODOLOGY 
The approach used in this research followed methods used by prior studies to evaluate 
audit quality in financial audits (Gwilliam & Marnet, 2015; Havelka & Merhout, 2013; 
Mazza, Azzali & Brooks, 2016). The research utilised a questionnaire that included 
items adopted from prior research. This research undertaking utilises a case study. A 
case study enables researchers to provide a full interpretation of the subjects under 
examination (Fisher, Buglear, Lowry, Mutch & Tansley, 2010). Case studies help to 
focus on the interrelationship between all the factors that make up the case study.  
 
Research using case studies is useful in helping researchers to understand complex 
phenomena while adding value to similar previous research. The research questions 
are the guiding principle in a case study as they provide the focus and are used as a 
point of reference during the research process (Yin, 2015). A case study also 
considers the fact that data is collected from multiple sources, which may be at 
different levels of the organisation. During data analysis, a case study allows the 
researcher to investigate the raw information collected and enable multiple 
interpretations that may help to find existing linkages between the research problem 
and the research questions.  
 
According to Ritchie, Lewis, Nicholls and Ormston (2013), case studies allow 
researchers to conduct in-depth studies of specific scenarios and situations instead of 
performing a general survey laden with statistics. Case studies allow researchers to 
narrow down the research area and gain focus on a particular matter. However, 
according to Yin (2015), case studies rely on opinions and perception of the subjects 
under consideration. Data is, however, collated in a manageable form and an informed 
narrative can be constructed from such data to form conclusions and explanations.  A 
questionnaire was developed using previous related studies. Some questions were 
 
 
adapted from similar studies in the financial auditing field, most were formulated for 
this research undertaking based on the research objective. Since this is a qualitative 
study, no tests for validity and reliability were conducted.  
 
DATA COLLECTION AND ANALYSIS 
To obtain feedback from a broad set of IT auditors, the questionnaire focused on two 
sets of respondents: financial auditors involved in IT audits and IT audit practitioners. 
Financial auditors can assess the IT systems they utilise to ensure the processes run 
efficiently and accurately while IT audit practitioners also focus on specific IT issues 
related to the audit such as risk management and security.  The South African chapter 
of ISACA was utilised to solicit respondents. ISACA was chosen because its local 
chapters focus on the advocacy, education and professional development of IT 
auditing, governance, controls and risk management. The researcher believes that 
these respondents are a true and complete representative sample of professionals 
who are experienced and qualified to provide the perspective of professionals 
responsible for the execution and management of IT audits. The non-probability 
purposive sampling method was implemented when distributing questionnaires in 
order to obtain a representative sample of the population 
 
The South African chapter of ISACA sent the questionnaire to its members via email 
and 37 completed the questionnaire in full. The responses from incomplete 
questionnaires were not considered in this research undertaking. The overall response 
to the questionnaire that was sent out was very positive. 
 
Table 1 and Table 2 below show the general statistics about the respondents.  
  





Level and Role in IT Audit Years of Experience 





Professional IT Audit Certifications 




Tables 1 and 2 revealed that most of the participants were experienced IT auditors 
with considerable experience and expertise, and as such, their opinions and 
perceptions are valuable in achieving the research objectives.   
Table 3 below highlights the entries captured for the questions where there was the 
option “other” and respondents were asked to specify the option. 
 
Item “Other” options as given by respondents 
Level and Role in IT Audit Director, Middle Management, Senior 
Manager/Senior management 
Formal Qualification Industry Certifications, IT Degree, BTech 
Professional IT Audit 
Certifications 
Chartered Accountant (CA), CISSP-ISSAP, 
CGEIT 
Table 3: Other Options 
 
Respondents were asked, based on their own experience in IT auditing, to indicate 
the strength of their agreement with each statement on the scale from where they 
strongly disagree to where they strongly agree with a given statement. Lickert scaling 
was used. The responses and analysis are given below. 
 
RESEARCH FINDINGS AND DISCUSSION 
The questions were grouped into the following six themes or sub-sections that will be 
analysed and discussed in the following sub-topics below: 
 
a) The Existence of Training and Development Programs 
b) Sufficiency of Training and Development Programs 
c) On-the-Job Training Programs 
d) Internal and External Training Programs 
e) Continuous Professional Development 
f) IT Audit Quality. 
 
The existence of training and development programs 
Figure 1 shows the responses to the statements that measured the existence of IT 





Figure 1: The existence of training and development programs 
 
The first step involved in this research undertaking was to establish the existence of 
IT audit training in various organisations. As expected, the majority of the respondents 
were in agreement that training and development programs aimed at IT auditors 
existed. However, there is a concern, as there was a significant number of 
respondents (27%) who answered that there were no training programs in their 
organisations. The response to the existence of training programs is, however, in 
contrast to the response about IT auditors undergoing frequent training to improve 
their skills. The responses might indicate that many IT auditors get training frequently, 
but this may be done at an individual level, not at organisational level. There may, 
however, be other possible explanations that the researcher may not be aware of. 
 
Respondents were, however, almost neutral when it came to the existence of training 
budgets. The responses suggested that, while there may be a budget and resources 
allocated to such initiatives, organisations may still be reluctant to spend and commit 
resources to such initiatives. This may be because these organisations have not 
realised the value of training IT auditors. From the last statement, it can be deduced 
that many IT auditors feel that organisations still do not understand the role of training 
and thus are unable to communicate the requirements. This may also be contributing 
to the poorly structured organisational training programs that are not current and do 
not address the changing IT environment.  
 
Sufficiency of training and development programs 
Figure 2 shows the responses to the statements used to measure the perceptions 





Figure 2: Sufficiency of training and development programs 
 
An analysis of all the scores suggests that the general consensus among respondents 
was that IT auditors needed further training and that the current training programs 
were not adequate. Respondents revealed that IT auditors at their respective 
organisations needed further training and recognised that existing programs were 
somewhat not adequate to address IT audit quality issues. The responses to the 
statement about the adequacy of existing programs in addressing quality issues might 
indicate that respondents were almost neutral. However, respondents recognised that 
there was a gap between training programs and what was needed to improve the 
quality of IT audits. There are numerous likely explanations for this result. One 
possible explanation for this gap may be that there is a real gap and another could be 
that, while auditors are receiving adequate training, they may at times feel inadequate 
due to them not knowing what is and what is not appropriate IT auditor training.  
 
Unfortunately, the responses show that while the training programs were somewhat 
tailored to various target groups, the training at their organisations was ineffective. 
This appears to be contradictory and inconsistent with the fact that training is tailored 
for various groups. The inconsistency and discrepancy may be attributed to the 
wording of the statement. While the reason for this seeming inconsistency may not be 
clear, it may be related to the fact that training may be tailored to one’s level but may 
still not address the issues that they want to be addressed. Unfortunately, this finding 
is difficult to interpret because of different perceptions of what an effective training 
program should entail. The respondents, however, agreed that in general, the IT audit 





On-the-job training programs 
Figure 3 shows the responses to the statements used to measure the perceptions 
about on-the-job training programs.  
 
 
Figure 3: On-the-job training programs 
 
The statement asking about IT audit training programs being conducted in-house 
indicated that respondents were almost neutral in providing an answer to the 
statement. The statement does not, however, reveal who may be conducting the 
training, but the assumption is that the training is provided by an internal resource. 
External parties may not be aware of the internal environment and may generalise 
their training programs without really addressing the issues that are known to internal 
parties.  
 
The responses also show that the more experienced auditors provided mentorship 
and on-the-job training. The score for this statement might indicate that respondents 
generally strongly agreed with the statement. The respondents also concurred with 
the fact that IT audit training should be aligned with the audit work that is conducted. 
This could imply that conducting general training without tying it to specific audit work 
could lead to ineffectiveness or not address the real gap that has been identified. 
 
Internal and external training programs 
Figure 4 shows the responses to the statements used to measure the perceptions 





Figure 4: Internal and external training programs 
 
The responses might indicate that the participants generally felt that there was little or 
no internal validation of the IT auditor training programs. In other words, these training 
programs were in no way measured for their effectiveness in achieving their goals. 
The responses likely indicate that organisations do not do proper evaluation regarding 
the impact that these programs have on the IT audit quality.  
 
While the respondents indicated that training programs were evaluated or 
benchmarked against external requirements of the job, so that they would cover all the 
requirements for an effective and quality IT audit, they probably indicated that there 
were some issues that were preventing them from implementing whatever they had 
learnt. One of the reasons why some barriers and obstacles prevent the trainees from 
putting into practise what they had learnt is that change is a process that may take 
time and at times adopting new methods is not well received at the top. Another reason 
could be that there may be resistance from the top, thereby making it difficult for those 
at the bottom to implement something that is not fully understood.  
 
The responses also reveal that there was value derived from both training methods. 
The training has an impact on the performance of IT auditors in their daily jobs and on 
the behaviour and perception towards IT audit quality issues. However, as expected, 
most responses showed that all training programs sought feedback from the trainees. 
The assumption about such programs is that these feedback mechanisms are for self-
assessment of the trainers so that they could improve on both the delivery and the 




Continuous professional development 
Figure 5 shows the responses to the statements used to measure the perceptions 
about continuous professional development programs.  
 
 
Figure 5: Continuous professional development 
 
Regarding continuous professional development, responses showed that 
organisations encouraged ITauditors to continuously upskill themselves using various 
ways. The results are not surprising, given the fact that the respondents belonged to 
ISACA (an organisation which requires certificate holders to earn a certain number of 
hours under their continuous professional development: certification holders are 
required to recertify every three years and need one hundred and twenty hours of 
continuous professional development during that period). Therefore, since ISACA 
certifications are the de facto IT audit certifications in most IT audit organisations, it is 
expected that these organisations would require their auditors to comply with the 
requirements of the certifying body.  
 
The respondents also showed that relative to other IT auditors, they had received more 
formal and informal training combined. This is a very subjective statement, which might 
indicate that IT auditors generally felt that they had better training compared to their 
peers. The respondents also felt that there was a huge need to review the continuous 
development training programs so that they could focus on quality issues. This may 
be because the aim of most continuous development programs is to stay current and 
update the community of new methods and as a result do not focus on improving 
quality but rather on new developments. This is validated by the responses for the 
statement about perceptions regarding the post-qualification training focusing on IT 




IT audit quality 
This section used the above sections as the context and dealt with the perceptions of 
training and the enhancement of IT audit quality.  
 
 
Figure 6: IT audit quality 
 
The response to the statement about training at all levels, which addresses IT audit 
quality issues, shows that the perception was almost neutral. The responses were in 
between neutral and agreeing with the statement. This may indicate that at different 
levels, IT audit quality is viewed in different ways because those at the highest level 
of the organisational structure may be concerned about high-level issues, whereas 
those at the bottom of the organisation may be concerned about the day-to-day issues 
(operational and procedural). Training within an organisation was found to enhance 
the delivery of an effective audit. While efficiency and effectiveness are difficult to 
measure, efficiency and effectiveness have a positive impact on the quality of an audit.  
 
The respondents also strongly indicated that training within the organisation enhanced 
an IT auditor’s technical expertise. This agrees with prior statements in the above 
sections that the training of auditors has an impact on the performance of IT auditors 
regarding IT audit quality issues. Training IT auditors within an organisation was also 
found to improve an IT auditor’s capabilities to enhance the quality of an IT audit. From 
this statement, it can be deduced that internal training is most likely more effective in 
enhancing the perceptions and skillset of auditors as the trainer or mentor could have 
knowledge that is internal to the organisation. This could imply that personalised 
training or mentorship is more effective than generic training, which is usually provided 
 
 
by external parties who may not understand the internal issues within an organisation, 
which could be hindering IT auditors from conducting quality audits.  
 
Further to the above, the respondents also suggested that IT audit quality could be 
improved through training auditors in a specific domain or through gaining experience 
in a specific domain. Training someone about a specific process, technology or 
domain enhances their knowledge about that subject matter and consequently leads 
them to be thorough and know what to look for and what not to concentrate on based 
on the scope of the audit. General training may help make auditors understand certain 
concepts about a process, technology or domain, but going deeper into the subject 
makes IT auditors understand even that which will be missed by general IT auditors.  
 
As expected, the majority of respondents also highlighted that there was a positive 
relationship between the training of IT auditors and their effectiveness in conducting 
IT audits. As discussed previously, effectiveness can be improved by obtaining 
domain-specific training and doing so ensures that IT auditors can be efficient in the 
whole audit process. While training is an important aspect in enhancing IT audit 
quality, responses suggest that personal skills, qualities, experience and technical 
skills also played an important role in the quality of an IT audit. The statement got the 
lowest score in this section (meaning that the majority of responses were “Strongly 
Agree”). 
 
COMPARISON OF RESULTS WITH PREVIOUS FINDINGS 
The findings of this research undertaking are consistent with the findings of past 
research, such as the one conducted by Drogalas, Pazarskis, Anagnostopoulou and 
Papachristou (2017). The research by Drogalas et al. (2017), although not related to 
IT auditing but to general financial auditing, found that training along with other 
variables influences the quality of the audit. This study’s findings are also in line with 
earlier literature, which also found that general auditors needed training to be prepared 
for the world of auditing, carry out their duties and also be diligent, effective and 
efficient in their audits (Simha & Satyanarayan, 2016; Drogalas et al., 2017; Tang, 




SIGNIFICANCE AND CONTRIBUTIONS OF THE STUDY 
The findings from this study make several contributions to existing literature. First, the 
role of internal training is established as being critical in enhancing the capabilities of 
an IT auditor. Secondly, the gap identified between what is expected and what exists 
is another finding that should help organisations and researchers alike to find ways of 
understanding what needs to be done in order to address this deficiency. Lastly, this 
study has enhanced the understanding of the role that training has on quality 
attributes.   
 
LIMITATIONS AND WEAKNESSES OF THE CURRENT STUDY  
Although this study has demonstrated that experienced IT auditors believe that the 
training of IT auditors has an impact on the quality of IT audits, it has certain limitations 
that have an impact on the findings. With a small sample size of 37 respondents, 
caution must be applied, as the findings might not be transferable to the general 
population of IT auditors in South Africa. Another limitation of this study is that the 
scope of the study was limited to training in general and did not explore further the 
impact and role of different types of training and what impact each of these types of 
training has on the IT audit quality variables (input, process and output). Being limited 
to just internal and external training programs, the study generalised the training 
programs such that the interpretation of results and generalisability of the current 
findings are limited to just saying that internal programs are effectively compared to 
external programs. Another limitation of this study is that the study did not evaluate 
the impact of initial training programs and assumed that IT auditors already had the 
experience. The study focused on IT auditors with over a year’s experience and the 
lack of information about the group that has just finished a formal qualification means 
that the effectiveness of such programs is not evaluated and therefore the impact of 
such training programs could not be established.  
  
RECOMMENDATIONS FOR FURTHER RESEARCH WORK  
Further studies are needed to establish the impact that different training methods have 
on IT audit quality and how these differences (if any) can be used to optimise the 
training methods. The other area that needs further exploration is the assessment of 
the long-term effects of initial training programs for IT auditors on the quality of IT 
 
 
auditors and this can be compared to the impact of continuous professional 
development training programs. It would also be interesting to repeat this study with a 
bigger sample, which is not limited only to ISACA members but also to members who 
belong to other professional bodies, like the Institute of Internal Auditors (IIA) in South 
Africa and beyond.  
 
CONCLUSION 
In this study, it has been shown that the training of IT auditors plays a significant role 
in enhancing the quality of IT audits. In general, the findings show that in order to 
improve the quality of an IT audit, IT auditors need to learn how to conduct IT audits 
efficiently. This can be achieved, among other ways, through proper training whose 
aim is to improve the quality of IT audits. One significant finding was that many 
organisations do have training programs for IT auditors (formal or non-formal), but the 
maturity and effectiveness of these programs were questionable as organisations did 
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